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Syntax
• Syntax was founded in 1972 in Montreal, Canada with 3,400 employees in 26 countries

• Syntax provides full-stack, full-lifecycle Cloud Managed Services and Application Managed 
Services focused on leading ERP solutions such as JD Edwards, Oracle E-Business Suite, and 
SAP

• Syntax is a multicloud partner and supports OCI, AWS, Azure, GCP, and Syntax Enterprise Cloud®

• Our ERP solutions include an array of value-add services, including our AI-driven monitoring and 
automation platform, CxHub customer experience portal, security management, and FinOps

• Syntax is a global company with 3,400 employees in 26 countries



Let’s Talk About De-risking Backups

• Always remember to follow the 3-2-1 rule for backups: 
• At all times try to have at least three copies of your backups 
• Store the copies on two different media 
• Keep one backup offsite

• Probability of your OCI tenancy being ransomwared?
• Non-zero probability 
• Ransomware is just one of many threat vectors

• Really talking about planning ahead
• Remove Fear and Uncertainty, and Doubt (FUD) about the availability of backups
• Ransomware is but one threat vector for disaster recovery



Ransomware Kill Chain

Show of hands, how many people keep backups for more than 2 weeks?

A user opens an email containing malware. Once in, the threat actors will most 
likely conduct resonance and release malware that crawls the network, 
encrypting anything it can. Hopefully, the initial user is not an admin/power 
user with elevated privileges…

A demand for money is made to 
obtain the decryption key



OCI Options and Solutions
Backups and Disaster Recovery



Immutable

https://www.merriam-webster.com/dictionary/immutable#:~:text=%3A%20not%20capable%20of%20or%20susceptible%20to%20change



Break The Ransomware Kill Chain With Immutable 
Backups

Problem Solution

Backup Backup

Backup is re-encrypted
by the ransomware threat 
actor.

Backup cannot be used until 
ransomware encryption is 
removed.

Immutable 
Backup

Set storage retention 
policy rules so that files 
cannot be altered or 
deleted until x days from 
the last modified.

Ransomware encryption



Use Case of Oracle E-Business Suite

Middle Tier
Block storage
File Storage

Database Tier
DB as Service

Need full tech 
stack coverage



OCI Options and Recommendations

EBS Example OCI Storage Recommendation

Middle Tier Block
Deploy 3rd party CommVault agents, write backups to OCI immutable 
object storage and replicate to remote OCI region, with min. 14 day 
rolling policy

$APPL_TOP File Backup to OCI immutable object storage and replicate to remote OCI 
region, with min. 14 day rolling policy

Database Object Backup to OCI immutable object storage and replicate to remote OCI 
region, with min. 14 day rolling policy



OCI Object Storage Retention Rules

https://docs.oracle.com/en-us/iaas/Content/Object/Tasks/usingretentionrules.htm

https://docs.oracle.com/en-us/iaas/Content/Object/Tasks/usingretentionrules.htm


Meets Requirements for SEC 17a-4(f)

OCI Object Storage retention controls were also assessed to meet SEC 17a-
4(f), a key regulation for financial services customers

For more information, see the product assessment report 
https://www.oracle.com/a/ocom/docs/oracle-object-storage-compliance-
assessment-report.pdf

http://www.oracle.com/a/ocom/docs/oracle-object-storage-compliance-assessment-report.pdf
https://www.oracle.com/a/ocom/docs/oracle-object-storage-compliance-assessment-report.pdf
https://www.oracle.com/a/ocom/docs/oracle-object-storage-compliance-assessment-report.pdf


Object Storage Retention Rules



OCI Immutable Database Backups

Standard functionality now with OCI Database as a Service

https://docs.oracle.com/en/cloud/paas/db-backup-cloud/csdbb/storing-backups-oci-immutable-buckets.html
https://blogs.oracle.com/maa/post/oracle-br-year-in-review

The Database Backup Cloud 
Module now supports the 
use of OCI Object Storage 
Locked Retention Rules for 
compliance 
and ransomware 
protection. This Retention 
Rule prevents any deletion 
or modification of objects in 
a designated bucket for a 
pre-defined period of time. 

https://docs.oracle.com/en/cloud/paas/db-backup-cloud/csdbb/storing-backups-oci-immutable-buckets.html
https://blogs.oracle.com/maa/post/oracle-br-year-in-review


OCI Immutable Database Backups

• If you have stored your database backups in an existing regular bucket, then you can 
configure the same bucket to store immutable backups. In this case, first specify the 
existing bucket and a temporary bucket and then apply retention rules to the bucket in 
OCI. This ensures that your existing backups are also protected for the duration defined 
in the retention rule.

• Your databases may have varied demands for backup retention. As a best practice, 
Oracle recommends that you maintain a separate immutable bucket and a 
corresponding unique temporary metadata bucket for each target database.



OCI Immutable File Storage Backups

You can specify an existing object 
bucket with immutable retention rules

https://docs.oracle.com/en-us/iaas/Content/File/Tasks/backing-up-snapshots-to-object-storage.htm



OCI Block Storage – No Option for Immutable Backups

Cannot specify which object 
bucket nor retention rules

https://docs.oracle.com/en-us/iaas/Content/Block/Concepts/blockvolumebackups.htm



Commvault
Block Storage Option



What is CommVault?

https://www.oracle.com/customers/commvault/

https://www.commvault.com/ 

Note functionality to restore 
a single file(s)

https://www.oracle.com/customers/commvault/
https://www.commvault.com/


Use Case of Oracle E-Business Suite

The CommVault 
Console creates 
encrypted backups 
from its agent 
ands sends to OCI 
Object Storage – A 
specific bucket 
with immutable 
retention policies

https://www.commvault.com/supported-technologies/oracle
https://documentation.commvault.com/v11/essential/oracle_cloud_infrastructure.html

https://www.commvault.com/supported-technologies/oracle
https://documentation.commvault.com/v11/essential/oracle_cloud_infrastructure.html


Summary

OCI Storage Recommendation

Block
Deploy 3rd party CommVault agents, write backups to OCI immutable 
object storage and replicate to remote OCI region, with min. 14 day 
rolling policy

File Backup to OCI immutable object storage and replicate to remote OCI 
region, with min. 14 day rolling policy

Object Backup to OCI immutable object storage and replicate to remote OCI 
region, with min. 14 day rolling policy
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Thank You For 
Attending! 

Please complete the session 
survey in the conference app.


