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Agenda

LEADING THE WAY TO SEGREGATION OF DUTIES

• Speaker Introductions
• The Business Problem
• The Solution
• Q&A



Presenters

LANDON GROSS 

Manager Business Systems           
PCL Construction 

TESS SCOTT 

JDE Security Practice Lead
Syntax

• 15+ years of JD Edwards experience in leading 
and supporting our operating districts using JDE 
in a multitude of modules including General 
Accounting, Accounts Payable, Subcontract, 
and application security activities. Responsible 
for numerous ongoing modernization initiatives 
ensuring the maximization of the utilization of E1 
to meet current and future PCL business needs.

• Designing, modeling, re-modeling global role-
based JD Edwards World and EnterpriseOne 
security for 25+ years

• Performed over 20+ EnterpriseOne security re-
architectures and compliance initiatives

• Implementing security models with an emphasis 
on comprehensive low maintenance global best 
practice security while ensuring effective and 
efficient segregation of duties and compliance



The Business Problem 



The Solution



Compliance and Controls

Segregation of Duties

• Best practice comprehensive 
module/regulation-based SoD 
rule model

• Requirements 
• Modules in use

• Financial & Industry-specific 
regulations 

• Business standards 
• Processes 
• Implementation 

Industry-Specific Regulations

• FDA 21 CFR Part 11 in the 
pharmaceutical industry

• Federal Energy Regulatory 
Commission (FERC) standards 
for the energy sector

• Federal Information Security 
Management Act (FISMA) for 
federal agencies in the U.S.

Financial Regulations

• Sarbanes-Oxley Act (SOX) in 
the United States

• International Financial 
Reporting Standards (IFRS)

• Bill C-198 in Canada

• JSOX in Japan
• IAS 18, Revenue and IAS 11 - 

Financial Accounting 
Standards Board (FASB) and 
the International Accounting 
Standards Board (IASB)

User Access Control

• User access and permissions 
are critical to ERP security.  
Providing users with the 
right access.  

• Providing users with the 
right access

• Best practice global 
functional role-based 
access  

• Best practice data 
security  

• Object usage analysis 



Questions



Session Title:

Presentation ID:

Speaker:

Complete 3 or more session surveys in a day and you’ll be entered to win a $500 gift card!

Click here in the 
mobile app
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Contact me:

Session ID:

P-049105

Landon Gross:  LRGross@pcl.com

Tess Scott:  leah.scott@syntax.com
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Swap stories, ask questions, find answers 
and learn from the JD Edwards community.

The JD Edwards community offers:

At Quest, you belong.

Event Hubs
Browse digital sessions from INFOCUS 23 or dig into other past 

conference content, organized by track or hot topic

Special Interest Groups
Take your pick of 30 informal JD Edwards discussion groups including 

Release 23, Orchestrator, Configurator and a host of other hot topics, 

including dedicated industry groups.

Strategic Content Centers
Expand your JD Edwards knowledge on Low-code/no-code, UX One, 

Business Process Automation and other hot topics

Learn more at questoraclecommunity.org/jdedwards

Save the date:

JD Edwards INFOCUS
October 1 - 3, 2024    |    Denver, CO

Quest Experience Week 
JD Edwards Day
December 9, 2024


